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1
Decision/action requested

SA3 is kindly asked to approve the proposed clarifications to TR 33.818 clause 4.4 Ultimate Output of SECAM Evaluation.
2
References

[1]
3GPP TR 33.818 v0.4.0, Security Assurance Methodology (SECAM) and Security Assurance Specification (SCAS) for 3GPP virtualized network products
3
Rationale

This pCR proposes some clarifications to TR 33.818 clause 4.4 Ultimate Output of SECAM Evaluation.
4
Detailed proposal

*************** Start of the Change ****************

4.4 
Ultimate Output of SECAM Evaluation for 3GPP virtualized network products
4.4.1
Gap analysis
In clause 4.2.2, it is described that the type of SECAM evaluation tasks in clause 4.2 of TR 33.916[1] can be applied to 3GPP virtualized network products, so the type of ultimate outputs from SECAM evaluation tasks for 3GPP physical network products can also be applied to 3GPP virtualized network products. It means the type of ultimate outputs from SECAM evaluation tasks for 3GPP virtualized network products includes an evaluation report of the virtualized network products, the evidence that the accredited vendor product and development lifecycle processes have been complied with for the network product, the evidence that the actors performing the evaluation tasks are accredited by the SECAM Accreditation Body.
In the decoupling scenario, each component of a virtualized network product may be provided by a different vendor. In this case, the evaluation report for the virtualized network product consists of separate evaluation reports for all decoupled components of the virtualized network product. The evidence also consists of separate evidences for all decoupled components that the accredited vendor product and development lifecycle processes have been complied with for the network product. 
Since the virtualized network product is delivered to the operator, the evaluation report of a virtualized network product should be examined by the operator. To maintain the fairness, the evidence of the actors which performs the evaluation tasks should be accredited by the SECAM Accreditation Body. These are the same with the evaluation report examination and the evidence of the actor accreditation for the physical network product.
4.4.2
Ultimate Output of SECAM Evaluation
The ultimate output of the SECAM evaluation for 3GPP virtualized network products is:

-
an evaluation report demonstrating compliance of the network product with the 3GPP security assurance specifications. When the decoupled components of a 3GPP virtualized network product are provided by different vendors, the evaluation report consists of separate evaluation reports for all the decoupled components of the virtualized network product. 
-
evidence to demonstrate to the test laboratory that the accredited vendor product and development lifecycle processes have been complied with for the network product. When the decoupled components of a 3GPP virtualized network product are provided by different vendors, the evidence consists of separate evidences for all the decoupled components.
-
evidence that the actors performing the evaluation tasks are accredited by the SECAM Accreditation Body. Such evidence is not required if there is consent between operator and vendor to not use the accreditation process.
Like for physical network products, the evaluation report of a virtualized network product is examined by the operator and the evidence that the actors performing the evaluation tasks are accredited by the SECAM Accreditation Body.
*************** End of the Change ****************

